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A Report to the Legislature

Evaluation of the Pilot Programs to Assess the Feasibility of Installing Internet Filtering Software in Public Schools, Public Libraries or Institutions.

INTRODUCTION

Under House Bill 4426 and its companion Senate Bill 1031, in the 2000-2001 Session of the General Assembly, the State Budget and Control Board was directed to implement a pilot program to assess the feasibility of installing Internet filtering software in public libraries and schools.  The pilot program was to be completed by June 29, 2001 and a report of its findings submitted to the Legislature by December 1, 2001.  This is the Report of the State Budget and Control Board and its findings.

The Report includes five sections:

1. Federal Legislative Internet Filtering Initiatives - in this section the Children's Online Privacy Act and the Children's Internet Protection Act (CIPA) are summarized. In addition, the implications of CIPA for South Carolina's schools and libraries are noted.

2. South Carolina Legislative Initiatives - this section reviews the current status of schools relative to CIPA and the recently passed, related Concurrent Resolution of the General Assembly and summarizes the current status of South Carolina K-12 schools and public libraries regarding implementation of Internet filtering software. 

3. K-12, University/College, and Public Library Pilot Site Determination - this section reviews the process and procedures undertaken by the State Budget and Control Board's Office of Information Resources to secure K-12 , university/college, and public library participation in the Internet Filtering Pilot Program.

4. Pilot Area Filtering Software Testing Results - this section summarizes the pilot area filtering software testing results for ten schools, school districts, library districts, and libraries. 

5. Budget and Control Board Evaluation and Summary - this section is a summary of the Budget and Control Board's Pilot Project findings.
1.  Federal Legislative Initiatives on Internet Filtering

Two pieces of recently passed federal legislation have served to address growing concerns over Internet privacy and inappropriate content particularly as they relate to children.  These two federal legislative initiatives are summarized below.

A. Children's Online Privacy Protection Act of 1998 (COPPA)

On October 20, 1999, the Federal Trade Commission issued the final rule to implement the Children's Online Privacy Protection Act of 1998 (COPPA). The main goal of the COPPA and the rule is to protect the privacy of children using the Internet. Publication of the rule means that, as of April 21, 2000, certain commercial Web sites were required to obtain parental consent before collecting, using, or disclosing personal information from children under 13 years of age. 

"This final step achieves one of the Commission's top goals - protecting children's privacy online," said FTC Chairman Robert Pitofsky. "The rule meets the mandates of the statute. It puts parents in control over the information collected from their children online, and is flexible enough to accommodate the many business practices and technological changes occurring on the Internet." 

The COPPA was enacted following a three-year effort by the Commission to identify and educate industry and the public about the issues raised by the online collection of personal information from children and adult consumers. The Commission recommended that Congress enact legislation concerning children following a March 1998 survey of 212 commercial children's Web sites. The survey found that while 89 percent of the sites collected personal information from children, only 24 percent posted privacy policies and only one percent required parental consent to the collection or disclosure of children's information. The COPPA received widespread support from industry and consumer groups. 

 On October 21, 1998, the COPPA was signed into law. The statute gave the Commission one year to issue rules to implement its privacy protections. On April 27, 1999, the Commission published a proposed rule in the Federal Register and requested public comment on a number of its key provisions. The Commission received 145 comments from a variety of sources including Internet businesses, privacy and children's advocacy groups, technology companies, and individuals. 

The statute and rule apply to commercial Web sites and online services directed to, or that knowingly collect information from, children under 13. To inform parents of their information practices, these sites are required to provide notice on the site and to parents about their policies with respect to the collection, use and disclosure of children's personal information. With certain statutory exceptions, sites have to obtain "verifiable parental consent" before collecting, using or disclosing personal information from children. The rule became effective on April 21, 2000, giving Web sites six months to come into compliance with the rule's requirements. 

The issue of how Web sites can obtain "verifiable parental consent" generated the most interest among the commenters and prompted the Commission to hold a workshop devoted to the issue.  The statute defines "verifiable parental consent" as "any reasonable effort (taking into consideration available technology) ... to ensure that a parent of a child ... authorizes the collection, use, and disclosure" of a child's personal information. The comments and the workshop testimony (available on the Commission's Web site) showed that certain methods of consent provide greater assurances that the person providing consent is the child's parent, but that some of these methods need additional time to develop and become available for widespread use. As noted below, the final rule temporarily adopts a "sliding scale" approach that will allow Web sites to vary their consent methods based on the intended use of the child's information.  Key Provisions of the Final Rule are contained in Appendix 1.

B.  Children's Internet Protection Act

During the 106th Congress, the Committee on Education and the Workforce took steps to ensure that federal funds will not be used to access, on the Internet, obscenity, child pornography, or material that is harmful to minors. Included in H.R. 4577, the Departments of Labor, Health and Human Services, and Education and Related Agencies Appropriations Act for FY 2001, is the Children’s Internet Protection Act.  The Act would require recipients of Universal Service Discounts (E-rate) to have in place, for the protection of minors, technology protective measure to block obscenity, child pornography, and material that is harmful to minors, and in the case of adults, block or filter child pornography and obscenity. For schools or libraries that do not receive Universal Service Discounts (E-rate), if such schools or libraries purchase computers, Internet access or related services with either ESEA Title III (Technology Literacy Challenge Fund), they must have in place, for the protection of minors, technology to filter or block obscenity, child pornography, and material that is harmful to minors, and in the case of adults, block or filter child pornography and obscenity. Local officials would have the latitude to disable filtering or blocking technology for bona fide research and other lawful purposes. Funds made available under Title III and Title VI of the Elementary and Secondary Education Act and under the Library Services and Technology Act may be used to purchase filtering or blocking software. 


In summary, in order to receive discounts for Internet access and internal connections services under the universal  service support mechanism, school and library authorities must certify that they are enforcing a policy of Internet  safety that includes technology protection measures to block or filter Internet access for both minors and adults  to certain visual depictions. These include visual depictions that are: 

1. obscene, 

2. child pornography 

3. harmful to minors. 

An authorized person may disable the blocking or filtering measure during any use by an adult to enable access for bona fide research or other lawful purpose on a single machine.  A school administrative authority must certify that its policy of Internet safety includes monitoring the online activities of minors.

CIPA does not, however, require the tracking of Internet use by any identifiable minor or adult user. In order to receive discounts, school and library authorities must also certify that they have adopted and implemented an Internet safety policy addressing:

1. access by minors to inappropriate matter on the Internet and World Wide Web;
2. the safety and security of minors when using electronic mail, chat rooms, and other forms of  direct electronic communications; 
3. unauthorized access, including so-called "hacking," and other unlawful activities by minors  online; 
4. unauthorized disclosure, use, and dissemination of personal information regarding minors; and 
5. measures designed to restrict minors’ access to materials harmful to minors.
Furthermore, CIPA requires that recipients provide reasonable public notice and hold at least one public hearing or meeting to address this proposed policy of Internet safety.  

Key Provisions of this Act are contained in Appendix 2.

2.  South Carolina Legislative Initiatives

A.  Concurrent Resolution

On June 7, 2001, both the House of Representatives and the Senate passed the following Concurrent Resolution:

TO REQUEST THE DEPARTMENT OF EDUCATION TO NOTIFY SCHOOL DISTRICTS WHEN FEDERAL FUNDING IS AVAILABLE UNDER THE CHILDREN'S INTERNET PROTECTION ACT AND TO URGE SCHOOL DISTRICTS TO APPLY FOR FUNDING THAT WILL BE AVAILABLE UNDER THE CHILDREN'S INTERNET PROTECTION ACT TO IMPLEMENT INTERNET SAFETY POLICY. 

Whereas, under federal law in order for schools to receive discounts for Internet access and internal connection services under the universal service support mechanism, school authorities must certify that they are enforcing a policy of Internet safety that includes the means to block or filter Internet access for students to certain visual depictions and monitor the online activities of students; and 

Whereas, in order to receive these discounts, school authorities must also certify that they have adopted and implemented an Internet safety policy addressing specific issues; and 

Whereas, for this funding year, schools must certify by October 28, 2001, that they have the policies and technology measures in place, or that they are undertaking such actions, including any necessary procurement procedures, to put them in place for the following funding year; and 

Whereas, federal funding to meet these requirements to receive discounts will be available to schools under the federal Children's Internet Protection Act; and 

Whereas, with such federal funding available to schools to put Internet filtering mechanisms and access and monitoring devices in place, it is imperative that South Carolina schools avail themselves of this funding opportunity to ensure the safety and protection of all South Carolina school children. Now, therefore, 

Be it resolved by the House of Representatives, the Senate concurring: 

That the members of the South Carolina General Assembly, by this resolution, request the Department of Education to notify each school district when federal funding becomes available under the federal Children's Internet Protection Act, and each school district is urged to apply for this funding to put measures in place to filter or block Internet access for students to visual depictions that are obscene, child pornography, or harmful to minors and to adopt and implement an Internet safety policy. 

Be it further resolved that a copy of this resolution be forwarded to the Superintendent of the Department of Education who is requested to distribute the resolution to the superintendents of all school districts. 

B. Internet Filtering Software Status Report

On October 28, 2001, South Carolina schools and libraries reported to the Office of Information Resources that they have the policies and technology measures in place, or that they are undertaking such actions, including any necessary procurement procedures, to put them in place for the following funding year.  This certification was necessary to enable the State to apply for e-rate funding.  This status report is included as Appendix 3.

3.   K-12, College/University, and Public Library Pilot Site Determinations

In order to comply with H4426, OIR mailed a letter to all public schools, libraries, colleges and universities in December 2000, asking for volunteers to participate in the Internet Filtering Project, directed by the General Assembly.  As a result of that letter, the following number of schools, libraries, colleges/universities, and other agencies agreed to participate in the Project:

· Public Schools






21

· Public Libraries
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· Public Colleges/Universities



4

· Other Agencies (DJJ)





1

The Legislation called for the test to include a public school and one public library from the upstate, the midstate, and the low country.  Public schools are well represented with 21 candidates.  However, there were only three public library respondents.  Two of these are located in the upstate, and the third located in the low country.

Surveys, tailored to each participant's environment (school, library, and higher education), were developed to gather data from the pilot participants. (Appendix 4)  OIR also researched the filtering software that was available to meet the requirement of the Legislation.  Since no funds were available to implement this legislation, only software that was available for a no-cost evaluation or had already been purchased and was in use was tested.

Information gleaned from the response to the letter sent in December revealed that thirteen of the public school participants and two of the public libraries already had filtering software in place.  The software was considered appropriate for the pilot.  The survey documents were sent to this group the first week of February.  Their instructions asked that they submit the completed document to OIR monthly.  

For the remaining entities (8 public schools, 1 public library, 4 public colleges/universities, and DJJ), OIR worked with each to understand their infrastructure in order to recommend software to test.  OIR was successful in securing vendor support for a no-cost evaluation of their software for the duration of the project.

By the end of the pilot test period, OIR had received completed responses from all schools in six school districts, one school district with only middle and high schools reporting, one school district and public library combined, and one public library and one public library system.  The pilot area filtering software testing results from these schools and libraries are summarized below.


4.  Pilot Area Filtering Software Testing Results

The Pilot Site Filtering Software Testing Results are described below:

School District
Florence District # 1

School or Library
All schools

Software Tested
N2H2

Comments
As of 3/16/2001, only 3 requests for filter review in the time since the survey started, and one was just because the N2H2 banner was mispositioned at the top of the web page instead of at the end.

School District
Lexington District #2

School or Library
All schools

Software Tested
Iprism

Comments
Iprism was installed this weekend - Sunday - and took approximately 4 hours to get it going.  It will take time to decipher and define what reports are needed.  Preliminary reports were produced from the system.

School District
Greenwood District  #50

School or Library
All schools

Software Tested
CyberPatrol for Border Manager

Comments
As part of the field test, Greenwood School District 50 has implemented CyberPatrol for BorderManager on our network.  The software was installed, with a temporary license, on the BorderManager server in April 2001.  We have tested its ability to (1) filter inappropriate sites and (2) interfere with access to appropriate sites. For Greenwood District 50, our network configuration (one Internet router for the district), our network operating system (Novell NetWare), and our firewall/proxy server (BorderManager) create an ideal environment for the implementation of CyberPatrol for BorderManager.  CyberPatrol meets the CIPA requirements for a "technology protection measure."

School District
Greenville County School District

School or Library
All schools

Software Tested
CyberPatrol for Border Manager

Comments
Greenville County School District uses Cisco Pix as the firewall, BorderManager as the proxy server and CyberPatrol for Internet Filtering.  They reported that software installation was moderately easy (2), software maintenance was easy (1), filter summary reporting was adequate (3), filter detailed reporting was adequate (3) and stability was excellent (5).  The district also noted, " there is no substitute for adult presence while students are accessing the Internet.  Adults can provide not only a watchful eye, but also a resource for the students.  Adults (teachers, parents, paraprofessionals, and volunteers) can help students question the validity of "facts" they find on the Internet. They can help students evaluate possible sources of information and improve search skills.  They can be a sounding board for students who are frustrated in their attempts to find information and can assist students in making good choices.  In brief, while filtering is essential to protecting our students, it is not the sole answer.

School District
Lexington School District #4

School or Library
Middle and High Schools

Software Tested
Websense 4.2.4

Comments
We have found that Websense is an effective, scalable, and logical program (for Internet filtering), but its business-based design philosophy makes it somewhat incompatible with our needs.  In terms of filtering, Websense is an effective, yet blunt tool.  The program has nearly eliminated all access to adult content and web-based email programs, two of our biggest concerns.  But we have determined that several of the categories are too broad.  The most troublesome category for us is the entertainment category.  We enabled this filter to block student access to numerous music related sites, which contained streaming media and inappropriate content.  In the process, we have also filtered many useful sites such as PRS, A&E, and Disney Learning. During the trial, we have been able to accommodate most requests for filter removable within a day, but this greatly increased the program's management overhead.

School District
Clover School District

School or Library
All schools

Software Tested
CyberPatrol for Border Manager

Comments
Only a February 2001 report.  No appropriate sites unnecessarily blocked by the product noted and no inappropriate sites permitted by the product noted.

School District
Dillon School District # 1

School or Library
All schools

Software Tested
CyberPatrol for Border Manager

Comments
Students are told that sites are monitored and if they encounter any sites of that nature then they need to report it immediately to a supervising teacher or staff member.  The information is then relayed to the Technology Coordinator and is checked off as reported on monthly access listings from the BorderManager Report sheets.  All other incidents are investigated. One site was discovered while reviewing sites on the BoarderManager proxy lists.  After finding the site was inappropriate, site was added manually to the BorderManager Deny List and then submitted to CyberPatrol to be added to the CyberNot list.  The site was deleted from the history and cache of the computer where the violation was found.

School District
Greenville County Library System

School or Library
All libraries

Software Tested
N2H2

Comments
The only problems noted were that staff identified two patrons as receiving pornography through email attachments.  Even though the software is capable of blocking/filtering email we do not filter email.  Therefore these were not blocked by the N2H2 software.  Staff also identified patrons who were utilizing instant messaging as using chat rooms.  We do filter chat but do not filter instant messaging of email.  Staff was retrained on the difference between the two.

School District
Dorchester County Library

School or Library
Dorchester County Library

Software Tested
LibraryGuardian 2.0

Comments
Dorchester County Library policy relative to Internet use is based on the legal premise that parent/legal guardians are ultimately responsible for their children's use of the Internet and adults are responsible for their use of the Internet.  When a patron registers for Internet access, they receive a "smart card" that allows a parent/legal guardian to give different access rights to each of their children and to themselves independently on the same computer.  The SmartCard must remain present in a SmartCard reader for the entire Internet session.  When patrons are finished they must remove their SmartCard, which initiates the computer shutting down all browsers, clearing the cache and restarting a fresh browser window.  No problems noted.

School District
Greenwood School District #51

School or Library
Both schools  and the public library

Software Tested
Iprism

Comments
The Iprism filtering system was only up for one week before school let out for the summer.  The Community/High School Librarian did say that it was effective for the period of time that is was in place for library patrons and summer school students.  From a network administrator's perspective, I did not like it because it was cumbersome to configure and set up.  One item in particular was the method of allowing/disallowing Internet  site access.  From what I could tell, there is no transparent way for the unit to know what a user has access to by his/her network logon.  Because the filter services both the school and the public library, some means of allowing certain patrons at logon to be unfiltered is essential that is less cumbersome than the method necessary for us to employ during the test period.

5.  Budget and Control Board Evaluation and Summary

The study revealed that it would be impossible to identify one filtering/blocking strategy that would meet the needs of all schools and libraries in South Carolina.  Factors affecting that strategy include (1) different network operating systems (Novell NetWare and Windows NT, (2) different network configurations (school-based routers and district-based routers), and (3) other factors such as firewalls, proxy servers, age and client mix, etc.

Information gleaned from the responses to the letters sent in December revealed that thirteen of the public school volunteers and two of the public libraries already had filtering software in place.  The software and these schools and libraries were considered appropriate for the pilot.  The survey documents were sent to this group of schools and libraries in February 2001 and the ten completed responses to the survey have been summarized above.  Information sent to OIR in October 2001 indicates that all schools and libraries currently have, or are in the process of obtaining filtering software.  In addition, most schools have Internet filtering policies that must be signed by parents or guardians before students can access the Internet.

None of the products tested and reported above blocked all objectionable sites or provided appropriate access to sites where content may have acceptable use for certain types of research and study.  In closing, Internet filtering software may most effectively be used in conjunction with parental supervision and involvement. 

Appendix 1

Key Provisions of the Children's Online Privacy Act

·  Privacy Notice on the Web Site 

A Web site operator must post a clear and prominent link to a notice of its information  practices on its home page and at each area where personal information is collected from children. The notice must state the name and contact information of all operators, the types of  personal information collected from children, how such personal information is used, and  whether personal information is disclosed to third parties. 

The notice also must state that the operator is prohibited from conditioning a child's participation in an activity on the child's disclosing more personal information than is reasonably necessary. In addition, the notice must state that the parent can review and have deleted the child's personal information, and refuse to permit further collection or use of the child's information. 

· Verifiable Parental Consent 

The final rule temporarily adopts a "sliding scale" approach that allows Web sites to vary their consent methods based on the intended uses of the child's information. For a two-year period, use of the more reliable methods of consent (print-and-send via postal mail or facsimile, use of a credit card or toll-free telephone number, digital signature, or e-mail accompanied by a PIN or password) will be required only for those activities that pose the                greatest risks to the safety and privacy of children -- i.e., disclosing personal information to third parties or making it publicly available through chatrooms or other interactive activities.

For internal uses of information, such as an operator's marketing back to a child based on the child's personal information, operators will be permitted to use e-mail, as long as additional steps are taken to ensure that the parent is providing consent. Such steps could include sending a confirmatory e-mail to the parent following receipt of consent, or obtaining a postal address or telephone number from the parent and confirming the parent's consent by letter or                 telephone call. The "sliding scale" will sunset two years after the effective date of the rule, at which time the more reliable methods would be required for all uses of information, unless the Commission determines more secure electronic methods of consent are not widely available.

·  Choice Regarding Disclosures to Third Parties 

The rule requires operators to "give the parent the option to consent to the collection and use of the child's personal information without consenting to disclosure of his or her personal information to third parties." 

·  Online Activities for which Parental Consent is Not Required 

The rule sets forth several exceptions to the requirement of prior parental consent that permit operators to collect a child's e-mail address for certain purposes. For example, no consent is required to respond to a one-time request by a child for "homework help" or other information. In addition, an operator can enter a child into a contest or send a child an online newsletter as long as the parent is given notice of these practices and an opportunity to prevent further use of the child's information. 

·   Coverage of Information Submitted Online 

The Federal Register notice accompanying the rule makes clear that the rule covers only information submitted online, and not information requested online but submitted offline. 

·  Role of Schools in Obtaining Consent for Students 

 The Federal Register notice accompanying the rule makes clear that schools can act as parents' agents or as intermediaries between Web sites and parents in the notice and consent process. 

· Safe Harbor Program 

The statute includes a "safe harbor" program for industry groups or others who wish to create  self-regulatory programs to govern participants' compliance. Commission-approved safe harbors will provide Web site operators with the opportunity to tailor compliance obligations to their business models with the assurance that if they follow the safe harbor they will be in compliance with the rule. Sites participating in such Commission-approved programs will be subject to the review and disciplinary procedures provided in those guidelines in lieu of formal Commission action. 

· Enforcement 

The statute authorizes the Commission to bring enforcement actions and impose civil penalties for violations of the rule in the same manner as for other rules under the Federal Trade Commission Act.

Appendix 2

KEY PROVISIONS OF THE CHILDREN'S INTERNET PROTECTION ACT

1) INTERNET SAFETY POLICY - TECHNOLOGY
a) Must contain technology protection measures (i.e., filtering site blocking software) for computers with Internet access that protects against visual depictions that are: 

(1) obscene 

(2) child pornography 

(3) harmful to minors (prohibiting access by minors only) 

b) Must enforce operation of technology protection measures during any use of computers. 

c) Disabling during certain use - An administrator, supervisor or authorized person may disable the technology protection measure for bona fide research or other lawful purposes. 

2) INTERNET SAFETY POLICY - CONTENT 

a) Each school or library to which CHIP statute applies shall: 

(1) adopt and implement an Internet safety policy that addresses: 

(a) access by minors to inappropriate matter on the Internet; 

(b) safety and security of minors when using electronic mail, chat rooms and other  forms of direct electronic communications;

(c) unauthorized access, including so-called "hacking", and other unlawful activities by minors online; 

(d) unauthorized disclosure, use and dissemination of personal identification information regarding minors; and 

(e) measures designed to restrict minors' access to materials harmful to minors; and 

(2) provide reasonable public notice and hold at least one public hearing or meeting to address proposed Internet safety policy. 

b) Local determination of content. Determination regarding inappropriate matter for minors shall be made by school board, local educational agency, library or other authority responsible for making determination. 

3) SCOPE, APPLICATION AND TIMING 

a) Scope  

(1) libraries, and primary and secondary schools receiving funding under the schools and libraries universal service mechanism for services at discount rates under Communications Act of 1934 (e-rates, discounted Internet access, Internet services and internal connection services) cannot purchase or pay for computers with Internet access, or direct costs for Internet access without an Internet safety policy, as defined above, in place. 

b) Application 

(1) an elementary school is generally "a non-profit institutional day or residential school that provides elementary education, as determined under state law." 

(2) a secondary school is generally "a non-profit institutional day or residential school that provides secondary education, as determined under state law." 

(3) excluded from CIPA/e-rate coverage: for-profit schools and libraries; schools and libraries with  endowments in excess of $50,000,000; libraries whose budgets are not completely separate from any schools. 

c) Timing 

(1) First Program Year - July 1, 2001 - July 1, 2002 

(2) First Certifications due by October 28, 2001

(3) FCC Regs. to be effective April 21, 2001. 

4) CERTIFICATIONS 

a) Local education agency with responsibility for a school, or library 

(1) must certify compliance as part of application process for next program funding year. 

b) Schools and libraries without Internet safety policies and technology 

(1) for first program year after effective date, must certify it is undertaking actions including any necessary procurement procedures to put in place an Internet safety policy that meets requirements; 

(2) for second program year after effective date, must certify it is in compliance with requirements;

(3) if unable to certify compliance in second program year, entity is ineligible for all funding for second program year and all subsequent program years until in compliance; 

c) Waiver 

(1) if unable to make certification otherwise required, may seek waiver if State or local procurements rules or regulations or competitive bidding requirements prevent making certification. 

(2) must certify it will be brought into compliance before start of third program year. 

5) FUNDING AVAILABLE FOR TECHNOLOGY PROTECTION  MEASURES 

a) For Schools - under §3134 or part A of Title VI of Elementary and Secondary Education Act of 1965, 20 U.S.C. §6301 et. seq. 

b) For Libraries - under §231 of Library Services and Technology Act, (which is Title II of the Museum and Library Services Act, 20 U.S.C. §9101 et seq.; §231 of the Library Services and Technology Act is U.S.C. §9141.) 

6) NON COMPLIANCE

a)   Whenever Secretary of Education, or Director of Institute of Museum and Library Services has reason to believe any recipient of such funds is failing to substantially comply, Secretary/Director may: 

(1)  withhold further payments to recipient; 

(2)  issue a compliant to compel compliance; 

(3)  enter into a compliance agreement. 

b) Recovery of funds prohibited - actions authorized are exclusive remedies and Secretary/Director shall not  seek recovery of funds. 

7) DEFINITIONS 

(a) "Acquisition or operation" if such funds are used in any manner, directly or indirectly 

1. to purchase, lease or otherwise acquire or obtain the use of such computer; or 

2. to obtain services, supplies, software or other actions or materials to support, or in connection with, the operation of such computer. 

(b) "Computer" includes any hardware, software or other  technology attached or connected to, installed in, or otherwise used in connection with a computer. 

(c) "Minor" is an individual who under is age 17. 

(d) "Child pornography" is meaning given in 18 U.S.C.  §2256. 

(e) "Harmful to minors" means any picture, image, graphic image file or other visual depiction that: 

1. taken as a whole and with respect to minors,  appeals to a prurient interest in nudity, sex or  excretion; 

2. depicts, describes or represents in a patently offensive way with respect to what is suitable for minors, an actual or simulated sexual act or sexual contact, actual or simulated normal or perverted sexual acts, or a lewd exhibition of  genitals; and 

3. taken as a whole, lacks serious literary, artistic,  political or scientific value as to minors. 

(f) "Sexual act"; "sexual contact" - same meanings given in 18 U.S.C. §2256. 

8. FCC ROLE/COURT CHALLENGES 

a) Each Internet safety policy adopted must be made available to the FCC. 

b) FCC proposed regs., In matter of Federal State Joint Board on Universal Service, CC Docket No. 9645, FCC  01-31, (Jan. 23, 2001), seeks comment on: 

(1)  whether existing certification forms require modifications; 

(2)  where entire school districts comprising numerous schools or consortia execute                                            certifications; 

(3)  whether certification of compliance is only as  respects technology measures or other or all parts of Internet safety policy; 

(4) whether rules for remedying non-compliance are necessary. 

c) Three-Judge District Court-hearing shall be heard by district court of 3 judges per 18 U.S.C. §2256. 

d)   Appellate Review: Decree or other court order of 3 judges shall be reviewable as matter of right by direct appeal to Supreme Court.

Appendix 3

Compliance of South Carolina Schools with the Children's Internet Protection Act 

(data as of 11/2001)

School District
Filtered
Will Filter






Abbeville
v







Aiken 
v







Allendale
v







Anderson 1
v







Anderson 2
v







Anderson 3
v







Anderson 4

v






Anderson 5
v







Bamberg 1

v






Bamberg 2
v







Barnwell 19
v







Barnwell 29
v







Barnwell 45
v







Beaufort

v






Berkeley

v






Calhoun

v






Charleston

v






Cherokee
v







Chester
v







Chesterfield

v






Clarendon 1

v






Clarendon 2

v






Clarendon 3
v







Colleton
v







Darlington
v







Dillon 1
v







Dillon 2
v







Dillon 3

v






Dorchester 2

v






Dorchester 4
v







Edgefield
v







Fairfield
v







Florence 1
v







Florence 2
v







Florence 3
v







Florence 4

v






Florence 5
v







Georgetown

v
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Greenville
v







Greenwood 50
v







Greenwood 51
v







Greenwood 52

v






Hampton 1

v






Hampton 2
v







Horry
v







Jasper
v







Kershaw
v







Lancaster
v







Laurens 55

v






Laurens 56

v






Lee

v






Lexington 1
v







Lexington 2
v







Lexington 3
v







Lexington 4

v






Lexington/Richland 5
v







Marion 1

v






Marion 2
v







Marion 3
v







Marion 4
v







McCormick
v







Newberry
v







Oconee
v







Orangeburg 3
v







Orangeburg 4
v







Orangeburg 5
v







Pickens

v






Richland 1
v







Richland 2
v







Saluda 1
v







Spartanburg 1
v







Spartanburg 2
v







Spartanburg 3
v







Spartanburg 4

v






Spartanburg 5
v







Spartanburg 6

v






Spartanburg 7
v
















School District
Filtered
Will Filter






Sumter 2
v







Sumter 17 

v






Union
v







Williamsburg
v







York 1
v







York 2
v







York 3








York 4
v








72%
28%















Library System
Filtered
Will Filter






Abbeville/Greenwood

       v






Aiken/Bamberg/ Barnwell/Edgefield

v






Allendale/Hampton/ Jasper

v






Anderson

v






Berkeley

v






Calhoun

v






Chapin Memorial

v






Charleston

v






Cherokee
v







Chester

v






Chesterfield

v






Dillon

v






Harvin Clarendon

v






Colleton

v






Darlington

v






Dorchester
v







Fairfield

v






Florence

v






Georgetown

v






Greenville
v







Horry

v






Kershaw

v






Lancaster
v







Laurens

v






Lee
v







Lexington 
v







Marion

v






Library System
Filtered
Will Filter






Mullins 

v






Nichols

v






Marlboro

v






McCormick

v






Newberry

v






Oconee

v






Orangeburg

v






Pickens

v






Richland

v






Saluda

v






Spartanburg
v







Sumter

v






Union

v






Williamsburg

v






York

v







17%
83%















Note: to continue receiving Erate funding all schools and libraries serving children must filter the Internet by July 1, 2002 unless they have applied for and received a waiver from the FCC.


Appendix 4

[image: image1.jpg]STATE OF SOUTH CAROLINA|

State Budget and Cantral Board

OFFICE OF INFORMATION RESOURCES

December 11,2000

Dear Superintenden:

the General Assembly directed the Budget and Coutrol Board 1o estabish a pilot program for the
of studying Internet filtering software. (Legislation atuched) We are soliciting schools for
partcipation in this pilot progeam. Through istricC’s paricipation you will assit the General Assembly in
determining the feasibilty of installing Imemet filtring software in public schools, insitutions of higher
education and libraries actoss the state. You will also ply a vital ole in the evaluation of various filteing
software packages

I order o partcipate in this pilot program you must bave aleady instlled Intemet flering software in a least
one school n your disrict o be willng fo have thesoftware instlled or the period of the tes. You must also be

o complete periodic surveys on your expericnce installing, maintaining nd using the software during the
‘Spring semester, 2001 In adition,a inal evaluation survey will be conducted.

Ifyou are willng to have one or more of your schools participat in this pilot program, please complete and return
the atiached form no later than Friday, January 12, 2001. Please note: All schools may not be chosen for the
pilt program. The Budget and Contrl Board will aempt 0 include schools from the upstate, midlands, and
lowsountry ofthe state. Paricipants willalso be chosen on  first come, is served basis.

Responsesmust b retumed by Friday, Jamury 12,2001 t:
Ruh Kirkand
Offce of Informaton Resouees

4430 Broad River Road
Columbia, SC 29210

1 you have any questons conceming this program, pcase ontact Ruth Kirkland at §03-$96-0370.
Sincerely,

R R

Regis Parsons
Director





General Information—Public Schools (K-12)

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

School Name:  __________________________________________________

Question


Response

Describe your connection to the Internet.
Service provider ____________________________________

Connection speed ____________________________________



Do you have a firewall?
Yes  __                         No  __

Product _____________________________



Do you have a proxy server?
Yes  __                         No  __

Product _____________________________



Software used for this pilot project
Product _____________________________

Version _____________________________



What percentage of the PC’s to be used for this test are located in elementary, middle, or high school?
Elementary School ___  Middle School __

High School __              



What percentage of the PC’s to be used for this test are located in classroom, library, media center, administrative office, lab, etc.?
Classroom  __              Library __                      Media Center  __          Administrative __           Lab __

Other (describe) _______________________



How often is the Internet used at this location? 
Daily     __

Weekly __

Other    __



Who percentage of your Internet users are students, teachers, administrative, etc.?  
Students  _____  Grade Level  __________

Teachers _____  Grade Level  __________

Other       _____



Are the users trained regarding the appropriate use of the Internet?  Briefly describe.




Who supervises the use of the Internet service?
Teacher __                   Teacher Assistant  __    

Media Specialist __      Student  __                   Other  __



Are users of the Internet required to sign an Acceptable Use Policy? 
Yes  __                         No  __

Attach a copy of your policies and/or rules for use of the Internet.



Question


Response

If underage, do the parents review the policy and give their signed consent?


Yes  __                         No  __

Does this signed consent form indicate that parents are responsible for the student’s online actions both at home and at school?



Yes  __                         No  __

Are there disciplinary actions for inappropriate use of the Internet?
Yes  __                         No  __

If yes, describe or attach policy.

____________________________________



Are there any policies and/or rules regarding downloading information, software, etc.?


Yes  __                         No  __

If yes, describe or attach policy.

____________________________________



Do you use virus protection software?
Yes  __                         No  __

If yes, which product?  _________________

Version_____________________________



Do you have a website?
Yes  __                         No  __

If yes, what is URL?  ___________________

__________________________

Rate the following based on your experience.  If not involved, circle N/A.

Activity


Rating (1-5, 1 lowest, 5 highest)

Software Installation and Setup
1          2          3          4          5          N/A

Easy                                     Difficult

Software Maintenance


1          2          3          4          5          N/A

Easy                                     Difficult

Filter Summary Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Filter Detailed Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Stability


1          2          3          4          5          N/A

Stable                                   Unstable




Internet Use Information—Public Schools (K-12)

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

School Name:  __________________________________________________

Question
Response



How did you monitor the use of the Internet for purposes of this survey?


__ Depend on filtering software

__ Watching user

__ Other (describe)



Were appropriate sites unnecessarily blocked by the filtering software?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

Were you able to provide access to these appropriate sites?  If yes, how did you provide? 


Yes  __                         No  __



Were you able to modify the site lists to add an appropriate site that was previously blocked?


Yes  __                         No  __

Was access to inappropriate sites permitted by the filtering software?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

Did any of the users experience problems with chain email, chat rooms, instant messaging, accessing inappropriate sites, giving out personal information online, posting inappropriate material, copyright infringement, piracy, misinformation, threats of violence, bomb threats, doing things that cost money?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

How do users report inappropriate sites; i.e., threats of violence, sexually explicit, requests for personal information, etc.?




Can these reports be made anonymously?


Yes  __                         No  __

Rate the following based on your experience.  If not involved, circle N/A.

Activity


Rating (1-5, 1 lowest, 5 highest)

Page Response Time
1          2          3          4          5          N/A

Fast                                      Slow

Filter Summary Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Filter Detailed Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Transparent to User


1          2          3          4          5          N/A

Completely                           Not at all

Stability


1          2          3          4          5          N/A

Stable                                   Unstable

Negative Impact on Users


1          2          3          4          5          N/A

Positive                                Negative

Describe any other issues or problems you encountered.

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

INCIDENT REPORT—Public Schools (K-12)

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

School Name:  __________________________________________________

DATE:
_________________________________________

INCIDENT TYPE:

_____
APPROPRIATE SITE BLOCKED



URL
_____________________


_____
ABLE TO UNBLOCK EASILY


_____
UNABLE TO UNBLOCK EASILY

DESCRIBE:  __________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____
INAPPROPRIATE SITE NOT BLOCKED


URL
_____________________


_____
ABLE TO BLOCK EASILY


_____
UNABLE TO BLOCK EASILY

DESCRIBE:  __________________________________________________________________________________

General Information—Public Libraries

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

Library Name:  __________________________________________________

Question


Response

Describe your connection to the Internet.
Service provider ____________________________________

Connection speed ____________________________________



Do you have a firewall?
Yes  __                         No  __

Product _____________________________



Do you have a proxy server?
Yes  __                         No  __

Product _____________________________



Software used for this pilot project
Product _____________________________

Version _____________________________



Within the Library, where are the PC’s used for this test located?


How often is the Internet used at this location? 
Daily     __

Weekly __

Other    __



Who percentage of your Internet users are children patrons, adult patrons, administrative staff, librarians, etc.?  
Children  _____              Adults  _____

Administrative _____      Librarians _____ 

Other       _____



Are the users trained regarding the appropriate use of the Internet?  Briefly describe.




Who supervises the use of the Internet service?
Librarian __                   Library Staff __    

Teacher  __                   Parent __                   Other  __



Are users of the Internet required to sign an Acceptable Use Policy? 
Yes  __                         No  __

Attach a copy of your policies and/or rules for use of the Internet.



If underage, do the parents review the policy and give their signed consent?


Yes  __                         No  __

Does this signed consent form indicate that parents are responsible for the student’s online actions both at home and at school?



Yes  __                         No  __

Question


Response

What actions are taken for inappropriate use of the Internet?
____________________________________



Are there any policies and/or rules regarding downloading information, software, etc.?


Yes  __                         No  __

If yes, describe or attach policy.

____________________________________



Do you use virus protection software?
Yes  __                         No  __

If yes, which product?  _________________

Version_____________________________



Do you have a website?
Yes  __                         No  __

If yes, what is URL?  ___________________

____________________________________

Rate the following based on your experience.  If not involved, circle N/A.

Activity


Rating (1-5, 1 lowest, 5 highest)

Software Installation and Setup
1          2          3          4          5          N/A

Easy                                     Difficult

Software Maintenance


1          2          3          4          5          N/A

Easy                                     Difficult

Filter Summary Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Filter Detailed Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Stability


1          2          3          4          5          N/A

Stable                                   Unstable

Internet Use Information—Public Libraries

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

Library Name:  __________________________________________________

Question
Response



How did you monitor the use of the Internet for purposes of this survey?


__ Depend on filtering software

__ Watching user

__ Other (describe)



Were appropriate sites unnecessarily blocked by the filtering software?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

Were you able to provide access to these appropriate sites?  If yes, how did you provide? 


Yes  __                         No  __

__________________________________



Were you able to modify the site lists to add an appropriate site that was previously blocked?


Yes  __                         No  __

Was access to inappropriate sites permitted by the filtering software?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

Did any of the users experience problems with chain email, chat rooms, instant messaging, accessing inappropriate sites, giving out personal information online, posting inappropriate material, copyright infringement, piracy, misinformation, threats of violence, bomb threats, doing things that cost money?  

If yes, did you complete an incident report on each?


Yes  __                         No  __

Yes  __                         No  __

How do users report inappropriate sites; i.e., threats of violence, sexually explicit, requests for personal information, etc.?




Can these reports be made anonymously?


Yes  __                         No  __

Rate the following based on your experience.  If not involved, circle N/A.

Activity


Rating (1-5, 1 lowest, 5 highest)

Page Response Time
1          2          3          4          5          N/A

Fast                                      Slow

Filter Summary Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Filter Detailed Reporting


1          2          3          4          5          N/A

Excellent                               Poor

Transparent to User


1          2          3          4          5          N/A

Completely                           Not at all

Stability


1          2          3          4          5          N/A

Stable                                   Unstable

Negative Impact on Users


1          2          3          4          5          N/A

Positive                                Negative

Describe any other issues or problems you encountered.

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

____________________________________________________________________________________

INCIDENT REPORT—Public Libraries

Completed by:  _________________________________________________

Email Address:  ________________________________________________

Phone Number:  ________________________________________________

Library Name:  _________________________________________________

DATE:
_________________________________________

INCIDENT TYPE:

_____
APPROPRIATE SITE BLOCKED



URL
_____________________


_____
ABLE TO UNBLOCK EASILY


_____
UNABLE TO UNBLOCK EASILY

DESCRIBE:  __________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

_____
INAPPROPRIATE SITE NOT BLOCKED


URL
_____________________


_____
ABLE TO BLOCK EASILY


_____
UNABLE TO BLOCK EASILY

DESCRIBE:  __________________________________________________________________________________

_____________________________________________________________________________________________
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70 AMEND THE CODE OF LAWS OF SOUTH CAROLINA, 1976, BY ADDING SECTION 10-1-

205 SOASTO THE GOVERNING BOARDS OF CERTAIN LIBRARIES _INCLUDING PUBLIC
SCHOOL OR HIGHER EDUCATION INSTITUTION LIBRARIES THAT HAVE COMPUTERS
WHICH CAN ACCESS THE INTERNET AND ARE AVAILABLE FOR USE Y THE PUBLIC OR
STUDENTS, OR BOTH, TO DEVELOP USE POLICIES THEREFOR INTENDED TO REDUCE THE
'ABILITY OF THE USER TO ACCESS WEB SITES DISPLAYING PORNOGRAPEY, AND TO
"PERVIT CRIVINAL PROSECUTION UNDER APPLICABLE LAWS OR LOCAL ORDINANCES OF
PERSONS KNOWINGLY DOWNLOADING PORNOGRAPHY FROM COMPUTERS IN THESE.
'LIBRARIES; AND TO ADD SECTION 10-12206 SO AS TO ESTABLISH A PILOT PROGRAM TO
INSTALL AND ASSESS THE FEASIBILITY OF INSTALLING INTERNET FILTERING SOFTWARE.
IN THESE LIBRARIES AND INSTITUTIONS TO ELIMINATE OR REDUCE THE ABILITY OF
‘THEIR COMPUTERS TO ACCESS WEB SITES DISPLAYING PORNOGRAPHY. AND TO PROVIDE
FOR THE MANNER IN WHICH THIS PILOT PROGRAM SHALL BE OPERATED.

‘Amend Tide To Conform
et eacted by the Geseral Assembly o the St o South Carlin:

SECTION 1. The 1976 Code i emended by addng:

“Setion 10-1-20. A computr which: (1s located in & lending brary spperted by pusic funs,
‘publicschoo iy or medi ars ceokr, o in e oray ofa publc insiuion of bigher Learing a5
etned n Secion 39-103-5; () can accss th ezt . (3)is avallalefo us by the pbic or
Sadents, or bots hal ave s use polcies determined by the Hbeary's o ceaier's overniog board, a5
appropite, The governing board it adoptpolices itended o reuce he sbiiy ofth user 1o secess
‘web ses displaying inforation o materal i violation of Asicle 3 of Chaptr 15 of Tite 16

SECTION 2. The 1976 Code is amended by sdding: “Section 10-1-206. (AX1) A pilo progam s hreby
esabliched o sssss e feasiilty ofnstaling ntemet fleing sotware i eaies o nstiutions 9
Geined in Section 10-1-20, i fuing i avaiabe, (2) The Budge end Control Board shel be responsivle
o mplementing s progeam o selecting appeopriate flterng softwre, A minimumof e fitering
Softwareprograms sall b ested. (B)(1) The Budge and Control Boardshall requst inisions o
Voluntarily piriipae i e pilot program. Pilt arcas hal be located i the upstie, midsit, end
owconuny ressof S Caroiz, The board shall make every or 0 ensure tat 0 pablc school and
(e public vary i cach e e selcte, Paricipating sstitutions must alredy have fting softvare
o place tha meets e requirersetsof e (2) oftis subsection or agre fo nsall recommended Sleing.
sofwarepurcased by the State. (2) Pasticipuing instituions i pilot area must equip Inernet
accessiblecomputers it one of s sofvare leing devices povided by e Budgetand Control Board,
ot eqipped, s provided by (8)(1), Ths solware musticorporat web-leing echnology desigred o
imisate cr reduce th abiltyofthe compater o access web sies dsplaying porographic pitures ar any
ther cbscene mateilas defined by . Selcte sotware must be able 0 disinguis betveen
‘omogrphic and abscene web i and medical earch e sts. (C) The Budge end Contol Bosrd
Skl e responsbl for evating i program. Theevaluation shll be based o e lowing cricis:

1

(1 the Flting poggans” abilty o limit orrestict acess 1o sources of nformation o images thtare
consideredooscene incacing B core pormograpby and child prmogapty;

(2 the itering progrars' ity to it rrstictsecss o souroes of ponographl nformatin ar
mages thtcouldbe oscen 8 o iors o arml 0 minos; and

(3 the fleing rogeams’ abilty o seccessfully acess and ot e legiimete reseaissics

(D) Any prson losked fom . et st b believes coatains rateial that does ook meet s citera
tisted i ems (1) o (2)of subsection (O bove, nd desies 0 access such Intcnet i, may make
roquest bt e nsituion sblock the speciied i I he Istittion deermines that e st doesnot fll
‘withinte crteca lised i s (1) or (2) f subsection (C), e isttutio shllusblock ch Iteoet st
‘A aclt patro ey request unilered scces oo otemet for sesious lterary, it polel, o
Sientifc purposes,and the instuton may tenporarly dissbe the blockingscfware £ sch perposes,



[image: image3.jpg]() e pilo rogram sll ke efec ot ffctve e f i section and shal expire o June 29,
2001, By Desernber 1,2001, e bosrd shalrepot s Badings ot General Assembly, Medicl schools
are exens rom e pilo o

SECTION 3. Section 15-78-60,a Lastsmendec by Act 77 of 1999, further amecced by adding o new

itema e end: “(35) e ke o7 ibrary's o medis o cnte's governing board t acopt polcies a6
provided in Sectin 10-1205.*

SECTION 4. This act tkes ffctJly 1, 2000
Il E. Beyan, J. [/ Harry Garl Sle-

/Wiliam Clarence Mescher vTames Gresham Baret
5Linda . Stor: /4Gieon Lewis Hamilion.

On Pt of e Senate, O Pt of e House,
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